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IDC'S QUICK TAKE

DBmaestro has announced a major expansion of its Enterprise Database DevOps platform,
extending it beyond delivery automation to provide an enterprise control plane for the database
delivery lifecycle. The platform lets organizations govern, secure, and audit every database
change, whether initiated by development teams or Al agents, across complex, regulated
database environments. As part of the expansion, DBmaestro is extending its IBM Db2 support
from Db2 LUW to Db2 for z/OS. Extending governance from distributed Db2 to Db2 for z/OS
lets enterprises apply a more consistent Database DevOps control model across hybrid and
mainframe environments.

PRODUCT ANNOUNCEMENT HIGHLIGHTS

DBmaestro has expanded its Database DevOps platform with new Al, compliance, and
governance capabilities to help organizations gain greater control, automation, and auditability
in database delivery. Recent updates include:

= Compliance Center. A centralized capability for continuously assessing database
delivery practices against relevant regulatory and internal controls, with visibility into
readiness, gaps, evidence, remediation priorities, and historical trends.

= Regulatory Intelligence Playbooks. Configurable guidance that translates applicable
regulatory and organizational requirements into database delivery policies and
engineering controls.

= Al agent governance. A controlled interface for Al agents to interact with database
delivery processes through DBmaestro. All agent-driven activity remains subject to
enterprise policies, approvals, access controls, and audit requirements.

= IBM and enterprise Al integration. Expanded support for enterprise Al environments,
enabling organizations to apply Al within established governance and security
boundaries.

= Automated quality and risk controls. Expanded pre-deployment validation and
automated checks that help teams identify potential issues earlier in the delivery
process and reduce release risk.

= Al-assisted troubleshooting. Natural-language guidance that helps teams understand
validation issues and address them before deployment.

= Reporting and observability. Enhanced reporting, delivery-performance metrics, and
integrations that provide greater visibility into database delivery activity and outcomes.

= Access governance and auditability. Role-based controls, segregation of duties,
enterprise identity integration, and immutable audit records to support secure and
accountable database delivery.
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IDC'S POINT OF VIEW

Database DevOps applies DevOps principles, including version control, CI/CD, automated
testing, and policy enforcement, to database schema changes, migrations, and administration
so that database changes travel through the pipeline alongside the application code that
depends on them. As noted in IDC TechBrief: Database DevOps (IDC #US53513025, June
2025), integrating database development into the DevOps pipeline is, in many respects, the
last mile in improving DevOps velocity.

DBAs are a limited resource shared across development teams, and many DBA teams still
require more than two weeks to fulfill a change request. As a result, database changes often
get disconnected from the corresponding application code, creating defects when
unsynchronized changes reach production. Rolling back a failed database change in a live
production database is also fundamentally harder than reverting application code, because the
data must remain intact through the change. It is like trying to replace a tire on a car while it
speeds down the highway.

According to IDC's recent Platform Engineering and DevOps Survey (May 2025), 17% of
organizations named database development and changes a top bottleneck in their DevOps
pipeline, and 26% cited a database issue as a cause of production outages over the prior 12
months, ranking database problems behind only network issues. The database is
simultaneously one of the slowest parts of the pipeline and one of the most common reasons
production breaks.

Agentic Al raises the stakes considerably. The same TechBrief anticipated that agentic Al
could act as an always-on database expert embedded in the DevOps pipeline, improving code
quality and preventing performance issues before they arise. What has changed in 2026 is that
agents no longer just advise; they act as well. According to IDC's Agentic Application
Development and DevOps Survey (December 2025), organizations run an average of 6 MCP
servers, and 39% of respondents reported exposing data management software, including
databases, data lakes, and nonrelational data platforms, through MCP or Agent2Agent (A2A)
communication protocols. Databases are already being wired into agentic tool chains at scale,
frequently without an enforcement layer between the agent and the schema.

The security consequences of that pattern are exactly what practitioners fear most. In the
same survey, 55% of respondents named exposure of sensitive data such as secrets and
credentials their greatest agentic Al security concern, and 32% cited unauthorized changes or
actions. Notably, only 45% reported an organization-wide policy governing agentic Al use in
software development, and 38% said a security or compliance team, rather than engineering,
owns approval of agentic Al tooling. The demand signal is not for more agent capability. It is
for a place to put controls.

By making DBmaestro the path through which an agent reaches the database, an organization
gets one enforcement point where policy evaluation, risk assessment, approval routing,
segregation of duties, pre-tested rollback, and audit logging all still apply, whether the change
was authored by a developer, produced by an Al code generator, or initiated autonomously by
an agent. The DBmaestro team demonstrated an agent working through IBM Bob that created
a table but was stopped by policy when it attempted to delete data. Agents retain autonomy for
routine work, while high-risk database operations remain subject to accountable human
approval.
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As Al becomes embedded across software delivery pipelines, organizations will increasingly
require governance architectures that allow flexibility in model and Al-provider choice while
maintaining consistent enterprise controls. This separation between Al capability and
governance allows organizations to adopt new models and agentic tools without rebuilding the
policies, approvals, security controls, and audit mechanisms that protect database delivery.

The centerpiece is DBmaestro Compliance Center, powered by regulatory intelligence, which
continuously evaluates database delivery against frameworks such as NIST SP 800-53 and
SOC 2, maps supporting evidence to engineering activity, and guides remediation. Announced
alongside it is a Model Context Protocol (MCP) server that routes agent-initiated database
work through DBmaestro's policy engine, supports enterprise Al environments, and supports
multiple Al providers, including IBM Bob and IBM watsonx.ai. The expansion also introduces
new Al governance and intelligence capabilities that help organizations apply Al to database
delivery with greater control and visibility.

Some organizations may show that database changes followed an approved workflow, yet
proving those workflows satisfy a specific regulatory control still depends on manual evidence
collection, spreadsheets, and interviews. Translating controls into database-specific
engineering requirements, then continuously scoring against them, is increasingly important.
DBmaestro is appropriately positioning the capability as a readiness assessment rather than
certification. For platform engineering leaders, this also lands in the right place. In IDC's recent
Platform Engineering and DevOps Survey, security and compliance guardrails were the most
frequently cited internal developer platform capability, ahead of pipelines and developer
tooling. Guardrails delivered as a self-service platform capability are what platform teams are
being asked to provide.

Key takeaways

= The database is becoming an agentic Al control point, not just a DevOps bottleneck.
With 39% of organizations already exposing data platforms through MCP or A2A, an
enforcement layer between agents and schemas should be a near-term requirement,
not a future consideration. These announcements matter less as discrete features than
as evidence that the database is becoming a governed control point in agentic software
delivery.

= Policy enforcement, not only agent capability, is a key constraint enterprises are trying
to address. Sensitive data exposure and unauthorized actions top the list of agentic Al
security concerns, while fewer than half of organizations have an organization-wide
agentic Al policy.

= DBmaestro's Al is built on open standards (e.g., MCP), offering a provider-agnostic
solution and giving customers the freedom of choice. Platform engineering leaders
should treat governed database change as a platform service. Security and compliance
guardrails are the most requested internal developer platform capability, and database
change has historically been the thinnest.

= The IBM OEM relationship could prove meaningful for DBmaestro, since it positions
database governance within IBM's broader agenda around trusted Al, Db2 z/OS,
developer productivity, and operational resilience.

= |IDC recommends that organizations connecting agents to production data consider how
the new capabilities from DBmaestro can help protect their critical data and avoid a
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costly production application outage or data breach due to mismanagement of their
production database changes.
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